NH®OPMALIMOHHAA MAMATKA
N4 ObYYAIKOLWUXCA AnA PASMELLEHUA
HA O®PULNATIbHbIX MHTEPHET-PECYPCAX

C KaXXObIM rogoM Monoaexun B UHTepHeTe CTaHOBUTbLCA fonblue, a WKOMbHUKK OOHM U3 CaMbIX aKTUBHbIX NONb3oBaTeENen PyHeTa. Me)K,u,y
TEeM, MOMUMO OrpOMHOro Konn4ecTea BO3MOXHOCTEWN, WHTEpHEeT HeceT n I'Ip06ﬂeMbI. Ota namsitka OOJKHa NOMOYb Tebe 6e3onacHo
HaxoguTbCA B CETU.

KOMI'IbIOTeprIe BUPYCbI

KOMI'IbIOTeprIVI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MporpamMmm, OTNNYUTENBHOW 0COBEHHOCTBLIO KOTOpOI;I SIBNAETCSA CNOCOBHOCTL K
PasMHOXeHUH0. B pononHeHue k 3TOMY, BUPYCbl MOryT NoBpeanTb U MOJIHOCTbH YHUYTOXUTL BCE anVIﬂbl W OaHHble, NOAKOHTPOIbHbIE
nonb3oBaTernto, 0T UMEHU KOTOPOoro 6bina 3anylieHa 3apaxeHHada nporpamMmma, a TaKkke noBpeanTb Unn AaXe YHUYTOXUTL onepaunoHHYo
CuUcTemMmy co Bcemu Cbaﬁ]'laMVl B Lenom. B GonblIMHCTBE Clly4aeB pacrnpoCTpaHATCA BUPYCbl Hepe3 MHTEPHET.

MeTogbl 3aWmnThl OT BpeOOHOCHbIX nNporpamMm:

1. |/|CI'IOJ'Ib3yl7I COBpeMeHHbIe ornepalnoHHble CUCTEMbI, UMeoLLe Cepbe3HbIl7I YpOBEHb 3aLUTbl OT BPEAOHOCHbLIX NporpamMmm;

2. NocTosAHHO ycTaHaBnmnean nadt (UMpoBble 3annaTku, KOTOpPble aBTOMaTUYECKW YCTaHaBNMBAOTCA C Lienbio 4opaboTku nporpammbl) 1
Apyrme obHOBMeHUs CBOei onepauroHHon cuctembl. Ckadmsam nx TONbKO ¢ oduLmansHoro canrta paspaboryuka OC. Ecnu cyujectsyet
pPEeXMM aBTOMAaTNHECKOrO OBHOBINEHNS, BKMIOYN €ro;

3. Paboraii Ha CBOeM KOMMbOTEPE MOA NpaBamy NoMb30BaTENs, a He agMUHUCTpaTopa. ATO He NO3BONMUT GONbLUMHCTBY BPELOHOCHbIX
nporpamm WHCTanIMpPoBaTLCS Ha TBOEM MEPCOHANbHOM KOMMbLIOTEPE;

4. Vicnonb3yi aHTUBMPYCHbIE NPOrpamMMHble NPOAYKTLI U3BECTHBLIX MPOM3BOAUTENEN, C aBTOMATUYECKUM 0bHoBNEHnem 6as;
5. OrpaHunyb r3n4eckuii 4oCTyn K KOMNbIOTEPY AN MOCTOPOHHMX MWL
6. Micnonb3ayi BHelHWE HOCUTENU MHAOPMaLUK, Takue Kak dneLlka, AUCK Unu ann u3 MHTEPHeTa, TOMbKO U3 NMPOBEPEHHbLIX UCTOYHUKOB;

7. He oTkpblBai KOMMNbIOTEPHbIE haiinbl, NOMyYeHHble N3 HEHaAEXHbIX UCTOYHMKOB. [axe Te dalnbl, KOTopble NpUcnan TBON 3HaKOMbIWA.
Jyyle yToYHU y Hero, oTnpasnss nv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BUA nepenayu AaHHbIX, He TEXHOMOrus, a Bcero nuwb 6pena, mapka. Ewe B 1991 roay HuaepnaHackas koMnaHus
3apervcTtpupoBana 6peHg "WECA", yto obo3Hayvano cnosocoyetaHme "Wireless Fidelity", koTopbili nepeBoanTcs kak "6ecrnpoBoHasi
TOYHOCTB".

[o Hawero BpemeHu gowna apyras abbpesumatypa, koTopasi ABNsieTCst Takom e TexHonornen. 3to abbpesunartypa "Wi-Fi". Takoe HasBaHWe
ObINoO AaHO C HAMEKOM Ha CTaH4apT BbiCLLEN 3BykoBOW TexHukn Hi-Fi, 4To B nepeBoae o3HayaeT "Bbicokasi TOHHOCTL".

[a, 6ecnnaTHbIn MHTEPHET-A40CTYN B kade, OTENsX 1 adponopTax SABMSeTCs OTNMYHON BO3MOXHOCTbLIO BbIXOAa B MHTEPHET. Ho MHOrMe
aKCnepThbl cunTatoT, YTo oblwenoctynHele Wi-Fi ceTv He siBnstoTcs 6e3onacHbIMu.

CogeTbl no 6e3onacHocTn paboTbl B 06w eaocTynHbix cetax Wi-fi:

1. He nepepagaii cBoto nu4yHyto nHopmMaumio yepes obwenoctynHblie Wi-Fi cetn. PaboTas B HUX, XenatenbHo He BBOAWUTbL Naponu
[0CTyna, NOrvHbI U Kakne-To HOMepa;

2. Vicnonb3yi 1 06HOBNSI aHTUBMPYCHbIE MporpaMmbl M 6GpaHamayep. Tem cambiM Tl 06e3onacuilb cebsi OT 3akayku BUpyca Ha TBOe
YCTPOWCTBO;

3. Mpwn ucnonb3oBaHum Wi-Fi otkntoun dpyHkumto "O6LWmMin gocTtyn K charnam u npuHtepam”. [aHHas yHKUMS 3aKpbiTa Mo yMOMYaHuio,
0[IHaKO HEeKOTOpble MoSb30BaTENN akTUBMPYIOT ee Ansi yao6CTBa NCnonb3oBaHus B pabote unu yuete;

4. He ncnonb3yi nybnuunbin WI-FI ans nepegaym nuyHbIX AaHHbIX, HAaNpUMep ANs BbIXOA4a B coumaribHble CETU UIN B 3NIEKTPOHHYIO MOYTY;
5. Vicnonb3yi Tonbko 3awuieHHoe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca BBoAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoun dyHkumio "Moakntouerne k Wi-Fi aBTomatnyeckun”. He gonyckai aBToMaTnYeckoro noaKnoYeHust
ycTpovictBa k cetsim Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble cetn



COLI,VIaJ'IbeIe CETUN aKTUBHO BXOOAT B HaLLy XXWU3Hb, MHOrne nwoaun pa60TaIOT N KMBYT TaM NOCTOAHHO, a B Facebook YyXXe 3apermcTpmpoBaH
Munnuapg 4YernoBek, YTo ABnAeTCcA OZIHOWM ceabMON BCEX XuTenewn nnaHeTbl. MHOrme nonb3oBaTenu He NOHMMALT, YTO I/IHCbOpMaLI,VIﬂ,
pasMelleHHasa UMN B colmnarnbHbIX CETAX, MOXET ObITb HangeHa 1 Ncnonb3oBaHa Kem yrogHo, B TOM 4Hucre He obsi3aTensHo ¢ Gnaruvu
HaMmepeHnamun.

OcHoBHble cOBETbI N0 6€30MacHOCTU B CoLManbHbIX CETSX:
1. OrpaHunyb cnucok apy3en. Y Tebsi B Apy3bsiX HE [LOMKHO ObITb CIyYaiHbIX Y HE3HAKOMbIX MIOAEN;

2. 3awmuwian cBo HYaCTHYHIO XXU3Hb. He yKa3bIBaI7I naponu, TeﬂerOHbl, agpeca, Aaty TBOEro poXxaeHua n gpyryro JIMYHYo VIHCbOpMaLWIIO.
3I'IOyMbIIJJJ'IeHHVIKVI MOryT UCNOJIb30BaTh AaXe Mchopmau,wo O TOM, KaK Tbl 1 TBOU pOaUTENN NITaHUPyeTe NPOBECTU KaHUKYIbl;

3. 3awmiiaii cBOK penyTaumio - AepXu ee B YACTOTE 1 3apaBaii cebe Bonpoc: xoTen 6bl Thl, YTOGbI Apyrue nonb3oBaTeny BUAENN, Y4To Tbl
3arpyxaelub? MNogymai, npexae YeM YTo-To ony6nuKoBaTh, HanMcaTb U 3arpy3nTb;

4. Ecnu Tbl rOBOPYULLbL C NIOABMU, KOTOPbIX HE 3HaELLb, HE UCMOMb3Y CBOE pearnbHoe UMS U APYTYHO NIWYHYI0 UHDOpMaLUK: UMS, MECTO
XKUTENbCTBA, MECTO y4elbl U MpoYee;

5. N3b6eran pasmelyeHns dotorpacuii B VIHTepHeTe, rae Tl M306paxeH Ha MECTHOCTU, NO KOTOPOW MOXHO OnpeaenvTb TBoe
MECTOMONOXEHNE;

6. Mpwu perncTpauun B coumansHoi CeT HE0BXOAMMO UCNONb30BaTh CITOXHbLIE NAPOSM, COCTOsILLME U3 BYKB 1 LMP 1 C KONNYECTBOM
3HaKOB He MeHee 8;

7. na coumnanbHoM ceTn, NOYTbl U APYrMX CakToB HE0BX0AMMO UCMONb30BaThb pasHble naponu. Toraa ecnu Tebst BanomatoT, To
3MOYMBILLNEHHWKM Nomny4aT AOCTYN TOMbKO K O4HOMY MeCTy, a He BO BCe cpaay.

OneKTPOHHbIE AeHbMM
OneKTPOHHbIE AEeHbIN - 3TO OYEHb YA0OHbIN crnocob nnaTexei, oAHaKO CYLLECTBYHOT MOLLEHHUKU, KOTOPbIE XOTAT NOMYYUTb 3TN AEHbIN.

OneKTPOHHbIE AeHbrM NOSIBUNUCL COBCEM HEAaBHO U MMEHHO M3-3a 3TOro BO MHOTMX rocyAapcTBax [0 CUX NOP HEe MPOMUCaHO MpPo HUX B
3aKoHax.

B Poccum ke oHu hyHKLIMOHUPYIOT 1 O HUX YXXe MPONUCaHo B 3aKOHe, rAe UX pas3faensitoT Ha HECKOMNbKO BUAOB - aHOHUMHbIE U He
a@HOHUMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NpoBoAUTL onepauun 6e3 naeHTndvkaumum nonb3oBaTens,
a B HEaHOHWMHbIX MAEeHTUdUKaLUS Nonb3oBaTens ABNseTcs obs3aTenbHoN.

Takxke criefyeT pasnuyarh afeKTPOHHbIe raTHble AeHb (PaBHbl FOCyAapCTBEHHbLIM BanoTam) 1 3NeKTPOHHbIe HeduaTHble AeHbM (He
paBHbl FOCY4apCTBEHHbLIM BaroTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHBIMU AeHbraMu:

1. MpuBsHXM K c4eTy MOBUMbHBIA TenedoH. To camblil yAOOHbIN 1 ObICTPBIA CNOcob BOCCTaHOBUTL AOCTYN K cyeTy. MpuBsizaHHbIn TenedoH
NOMOXeT, ecnu 3abyaellb CBOW NnaTeXHbI Naponb Unu 3aifellb Ha cCainT ¢ HE3HAKOMOro YCTPOWCTBa;

2. Vicnonbayi ogHopa3sossle naponu. MNocre nepexoga Ha yeuneHHyto aBTopusauuio Tebe yxe He ByaeT yrpoxatb onacHOCTb Kpaku Unn
nepexsara nnaTexHoro napons;

3. Bbibepu crnoxHbIi naponb. MpectynHukam 6yaeT He NPOCTOo yragaTtbh CNOXHbIA Naponb. HagexHble naponu - 3To naponu, KoTopble
copepxaT He MeHee 8 3HaKOB U BKMoYatoT B cebsi CTPOUHbIE U MPOMUCHBIE BYKBbI, LMMPbI M HECKONBbKO CUMBOIOB, Takue Kak 3HaK Aonnapa,
(pyHTa, BOCKMMUATENbHBIN 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE Ha canTax, KOTOPbIM He JoBepsiellb.

OneKkTpoHHas noyta

OneKTpoHHas noyTa - 3TO TEXHONOMSA U NPEAOCTaBIIsEMbIE €0 YCyru Mo NEPEChINKe U MOMYyYEHNIO0 ANEKTPOHHbBIX COOBLLEHNI, KOTOPbIe
pacnpeaensitoTcst B KOMMNboTepHON ceTh. OBbIMHO 3NEKTPOHHbIV NOYTOBLIN ALLMK BbIFMSAUT CEAyoWUM obpasom:
1Msi_nonb3oBaTens@umsi_aomeHa. Takke KpoMe nepeaaym npocToro TeKCTa, MMEeTCsi BO3MOXHOCTb nepeaBaTh (aiirbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3MeKTPOHHON MOYTON:

1. Hapo BbIGpaTh NpaBuibHbIA NOYTOBbLIV CEPBUC. B MHTEpHETE ecTb OrpOMHBIN BbIGOp GecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO Ny4dlle
[0BEpsiTb TeM, KOro 3Haelllb 1 KTO NepBbIvi B PENTUHTE;



2. He ykasbliBaii B NMMYHON NoyTe NUYHY0 nHopmaumio. Hanpumep, nydwe Boibpath "My3bikanbHbli_daHaTt@" nnu "pok2013" BMecTo
"Tema13";

3. Vicnonb3yi AByxaTanHyt aBTopusaumio. OTO Korga NoMMMO Napons HYXXHO BBOAUTL KOZ, Npucbinaemslii no SMS;
4. Bbibepu cnoxHbIA napornb. [Ons Kaxaoro No4ToBoro sllmka AomKeH OblTb CBOV HaAEXHbIN, YCTONYMBBIN K B3NOMY Napornkb;
5. Ecnn eCcTb BO3MOXHOCTb HanMcaTb CaMOMY CBOW JTMYHBIN BONPOC, UCMONb3Yi 3TY BO3MOXHOCTb;

6. Vicnonb3yi HeckomnbKo MOYTOBbIX ALUMKOB. [1epBbIii AN YacTHOM Nepenuckn ¢ agpecaTaMu, KOTOPbIM Thbl JOBEPSiELLb. OTO 3NEKTPOHHbIN
appec He Haf0 MCNoMNb30BaTh NPV perucTpauun Ha opymax u canrax;

7. He oTkpblIBaii haiinbl n gpyrue BNOXEHWS B MUCbMaXx, AaXe eCnvi OHU NPULLMKW OT TBOMX Apy3eil. Jlydlle yTOYHN Y HUX, OTNpaBnanv nu
OHY Tebe aTu aiinsbl;

8. MNMocne okoH4YaHWs paboTbl HA MOYTOBOM CepBUCE Nepep 3akpbiTeM BKNafKku ¢ cainToM He 3abyab Haxatb Ha "Beintn".
KnbepbynnuHr nnu BupTyansHoe nsgesaTenscTBo

KI/I69p6yJ'IJ'|I/IHF - npecnenosaHne coo0LLeHnaAMMU, cogepxawmu OCKOp6J‘IeHI/IF|, arpeccuio, sanyrmeaHue; XynmraHcTseo, counanbHoe
60I7IKOTMpOBaHVIe C NOMOLLbIO Pa3nnYHbIX UHTEPHET-CEePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocaiica B 6oi. Jlyudlumnin cnocob: nocoBeToBaTLCA Kak cebs BECTU U, ECNM HET TOro, K KOMY MOXHO 06paTutbCs, TO BHavane
YCMOKOUTBCS. ECn Tbl HaYHeLLb oTBeYaTb 0CKOPGIIeHUAMIN Ha ockopBrieHusl, TO TONbKO elle GorbLLe pa3oxoKellb KOHINKT;

2. Ynpasnsn csoen knbeppenyTtauunen;
3. AHOHUMHOCTb B ceTU MHUMas. CyLLecTBYOT CNOCOBbI BLIACHUTL, KTO CTOUT 3@ aHOHUMHBLIM akKayHTOM;

4. He cTouUT BECTV XynuraHckuil o6pas BUPTYyanbHOM XU3HW. VIHTEpHET UKeupyeT BCe TBOW AENCTBUS U COXpaHSAET Ux. Yaanuts ux byaet
KpaliHe 3aTpyaHUTESbHO;

5. Cobnitogart CBOK BUPTYyarnbHYH YECTb CMOSOAY;

6. rHopupyn eanHuYHbIA Heratue. OaHopa3oBble ockopbutenbHble coobLeHust nyylle urHopupoatb. O 6bIYHO arpeccusi npekpatiaeTcs
Ha HavanbHOW cTapuu;

7. Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBLLEHNSIMM, B COLManNbHBIX CETSX €CTb BO3MOXKHOCTb B/TOKMPOBKM OTNPaBKM
CO0BLLEHNIA C onpeaeneHHbIX apecos;

8. Ecnu Tbl cBuaetens knbepbynnuHra. TBov AeACTBMS: BbICTYNUTL NPOTUB NpecrnenoBaTterns, nokasatb eMy, YTO ero AencTBus
OLIEHUBAIOTCS HEraTMBHO, NOAAEPXKATb XKEPTBY, KOTOPOWN HYXHa NCMXONOormyeckasi MoMoLLb, COOBLLUTL B3pOCTbIM O bakTe arpecCUBHOMO
noeefeHuns B CeTU.

MobunbHbIi TenedgoH

CoBpemeHHble cMapTdOHbI U NNaHLWeTbl cogepxaTt B cebe BnonHe B3poChbli PyHKLUMOHAN, U Tenepb OHW MOTYT KOHKYpUpoBaTb CO
cTaumoHapHbIMU KoMnbloTepamun. OfHako, CPeacTB 3alnThl Ansi NOAOGHbLIX YCTPOMCTB NoKa o4YeHb Maro. TecTUpoBaHue 1 Nouck
YSI3BUMOCTEW B HUX NPOUCXOAMUT HE Tak MHTEHCUBHO, kak Ans MK, To xxe camoe kacaeTcsi U MOBUIbHbIX NPUMOXEHU.

CoBpemeHHble MOBUSIbHbIE Bpay3epbl YXKe NPaKTUYECKN [OrHaNM HaCTOMbHbIE aHanoru, OAHaKo paclumMpeHue yHKUMOHana BneyeT 3a
coboi 6OMbLLYIO COXHOCTb M MEHbLLYIO 3aLLULLLEHHOCTb.

[laneko He BCe NPOU3BOAUTEN BbINyCKarT OOHOBMEHNS, 3aKpbIBatOLL e KPUTUYECKME YI3BUMOCTM AN CBOUX YCTPOWCTB.
OcHoBHble coBeTbl At 6e3onacHocT MObUnbHOro TenedgoHa:

Huyero He aBnsieTcs no-HacToswemy 6ecnnaTtHbiM. Byab ocTopoxeH, Beab koraa Tebe npegnaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT
OblTb CKPbITbI KaKMe-TO MnaTHble YCryru;

Oyman, npexae yem otnpasuTe SMS, doTto nnm Brageo. Tbl TOYHO 3HaELb, TAe OHW ByayT B KOHEYHOM uTore?
Heob6xoavnmo 0GHOBMSATL ONEPaLMOHHYO CUCTEMY TBOEMO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHbIE NporpaMMbl A MOBUIbHBIX TENedOHOB;



He 3arpyxait NpunoxeHusi oT HEM3BECTHOTO UCTOYHUKA, BEAb OHU MOTYT COflepXaTb BPEAOHOCHOE NporpaMmMHoe obecneyeHme;
Mocne Toro Kak Tbl BbIAELLL C CalTa, rAe BBOAWN NMUYHYO MHOPMaLMIo, 3aiiamn B HacTpoliku Bpay3epa n yaanu cookies;
Mepuogunyeckn NpoBepsin, Kakme nnaTHble yCnyry akTBMPOBaHbl Ha TBOEM HOMEPE;

[asaii cBOV HOMep MOBGUMBHOro TenedoHa TOMbKO NOASM, KOTOPbIX Thl 3HAELLb Y KOMY JOBEPSIELLb;

Bluetooth formxeH ObITb BbIKMIOYEH, KOrAa Thl UM He nonb3ayelubes. He 3abbiBait nHoraa npoBepsiTh 3TO.

Online urpsl

COBpeMeHHbIe OHﬂaVIH-MprI - 3TO Kpaco4Hble, 3axBaTblBaKOLLlME pa3BrneyeHus, Oﬁ'be,D,I/IHFHOLLlVIe COTHM ThICAY YENoBeK No BCeEMY MUPY.
MFpOKI/I ncenenyroT OAHHBIA UM MUp, O6LLI,aIOTCFI ApPYyr ¢ 4pyroMm, BbINOMHAKT 3a4aHNA, CpaxXakTcAa C MOHCTpamMu U nony4varoT onbIT. 3a
YOOBOJSIbCTBME OHU NNATAT: NOKYyNakoT AUCK, onJfiadnBaroT aboHeMeHT unm an06peTal0T Kakune-To onuunn.

Bce aTv cpeficTBa AT Ha NoOAAEpXKaHNe 1 pasBUTUE Urpbl, @ Takke Ha camy 6e30MacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK,
BbIMYyCKalTCA HOBbIE NaTyu (LUpoBbIE 3annaTku Ans NporpamMm), 3aKpblBatTCs YI3BUMOCTU CEPBEPOB.

B nogo6GHbIx urpax CTout onacaTtbCA He CTOJNTbKO CBOUX COMEPHUKOB, CKOJTbKO KpaXKu TBOEro naposid, Ha KOTOpOM OCHOBaHa cuctema
aBsTopusauum GonbLnHCTBA nrp.

OcHOBHble cOBETbI N0 6€30MacHOCTN TBOEro UPOBOro akkayHTa:
1. Ecnu gpyron nrpok BefeT cebst Nnoxo nnu cosgaeT Tebe HenpuATHOCTU, 3abNOKMpPYI ero B CMCKe UrPOKOB;

2. I'Io>|<ar|y|7|c9| aAMUHUCTPAaTopaM Urpbl Ha Nnoxoe NoBeAeHne 3TOro Urpoka, XenaterbHO NPUNOXNTb Kakne-To JoKa3aTernbCTea B BUAe
CKPUHOB;

3. He ykasblBan nu4Hyto MHdopmaLmio B npodanne urpbl;

4. YBaxaw [pyrMx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBai HeodmumanbHble NaTyn 1 Moabl;

6. Vicnonb3yi cnoxHble 1 pa3Hble naponu;

7. [axe BO BpeMs Urpbl HE CTOUT OTKMOYaTh aHTUBMPYC. [oka Tbl UrpaeLlb, TBOW KOMMLIOTEP MOrYT 3apasunThb.
PULLIMHT UNW KpaXKa NINYHBIX JaHHbIX

OBGbIYHOM KpaXeln AeHEr 1 JOKYMEHTOB CErofHs y)Ke HUKOro He yAWBULLb, HO C Pa3BUTUEM MHTEPHET-TEXHOMOMUI 3110YMbILLNEHHWUKN
nepemMecTUnnChb B MHTEPHET, N NPOAOIHKAOT 3aHUMaTbCs "niobumbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLEHHUYECTBA UMW PULLIKHT, FNaBHasi Liefb KOTOPOro COCTOUT B MOMYYEHUU KOHUAEHLManbHbIX
[aHHbIX Nonb3oBaTenen - NOrMHOB M naponen. Ha aHrnuinckom si3elke phishing uitaeTcs kak douwmnr (ot fishing - peibHas nosnsi, password
- napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIroM:

1. Cneawm 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOsI aHKeTa Oblna B3rioMaHa, To Heobxoanmo 3abrnoknpoBaTtb ee 1 cCoobLnTb
aAMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6e3onacHble Be6G-caiiTbl, B TOM YMCIe, MHTEPHET-Mara3vHOB 1 NMOUCKOBbLIX CUCTEM;

3. Ucnonb3ayi cnoxHble 1 pasHble naponu. Takum obpasom, ecnn Tebsi B3NoMatoT, TO 3r0yMbILUMEHHUKN NoMyYaT JOCTYN TONbKO K OAHOMY
TBOEMY NPOCUIIIO B CETH, @ He KO BCEM;

4. Ecnu Tebs1 B3nomanu, To Heobxoaumo npeaynpeanTs BCeX CBOMX 3HAKOMbIX, KOTopble fo6aBreHbl y Tebs B Apy3bsiX, O TOM, 4YTO Tebs
B3/1OManu 1, BO3MOXHO, OT TBOEro UMeHU ByeT pacchbinaTbCs Crnam U CCbINKM Ha (OULLMHIOBbLIE CaliThl;

5. YcTaHoBM HagexHbIn naposb (PIN) Ha MobunbHbIN TenedoH;
6. OTkIo4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBay chanrnbl 1 Apyrve BNOXEHUs B NUCbMaXx, AaXe €CNN OHW NPULLAN OT TBOUX Apy3en. Jlydlle yTOYHM Yy HUX, OTNPaBnsanu nu
OHY Tebe aTn dainbl.



Lindposas penytaunsa

Lincdposas penyTauums - 3To HeraTvBHas UNy NO3MTUBHas UHopmauusa B ceTn o Tebe. KomnpomeTtupytoLas nHhopmaumsi, pasmeLlieHHas B
MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM 0TPas3nTbCst Ha TBOEN peanbHOW xu3Hu. "Lindposas penyTtaumsa” - 3To TBON UMUK, KOTOPBIIA
dopmupyeTcs n3 nHpopmauum o Tebe B MHTEPHETE.

TBOE MEeCTO XMTENbCTBa, y‘486bl, TBOE q)VIHaHCOBOS nonoxeHme, ocob6eHHOCTN XapakTtepa 1 pacckasbl O 6nmnsKKx - Bce 3TO HakannMeBaeTcs
B CeTu.

MHorune NoOPOCTKU NErKOMbICITEHHO OTHOCATCA K ﬂy6ﬂVIKaLI,I/II/I NNYHON I/IHCbOp Mauum B MHTepHeTe, He MOHUMasi BO3MOXHbIX NOCIEeACTBUN.
Tbl 4aXe He CMOXeLlb AoragartbCcs 0 TOM, YTO (*)OTOFpa(*)VIﬂ, pasmelleHHas 5 net Hasapg, cTana rIpI/NI/IHOﬁ OTKasa NpuHATb Tebs Ha pa60Ty.

KommeHTapum, pa3metleHme TBoux dhoTorpacuin U apyrve AeicTBUS MOryT He UCUYe3HYTb A axe Nocre Toro, kKak Thl MX yaanub. Tbl He
3HaeLlb, KTO COXpaHun aTy MHGOpPMaLMio, Nonarna fiv OHa B MOWCKOBbIE CUCTEMbI U COXpaHUMach M OHa, a rMaBHOe: YTo nogymaroT o Tebe
oKpyXatoLLue nioau, KoTopble HanayT U YBUAAT 3To. HaiTv MHOpMaLMIo MHOMO NET CMyCTsl CMOXET o601 - Kak 13 L0BpbIX MOBYKAEHWI,
Tak U C HAMEPEHWEM MPUUMHUTL Bped. OTO MOXKET BbITb KTO YrOAHO.

OCHOBHble COBETbI NO 3aLnTe LMdPOBON penyTauum:

1. Mopgymaii, npexae Yem 4YTo-To Ny6nmnkoBaTh U Nepenasath y cebs B 6nore nnu B coynanbHON CeTyH;

2. B HacTpolikax npochunsa ycTaHOBU OrpaHUYeHns Ha MPOCMOTP TBOEro Npodunsa U ero COAEePXXMMOro, caenan ero Tonbko "ans apysen';
3. He pa3smeluaii n He ykasbiBa UHOpPMaL Mo, KOTopasi MOXET KOro-nubo ockopbnsTe nnm obuxarts.

ABTOpCKOE Npaso

CoBpeMeHHbIe LLKOSIbHUKM - aKTUBHbIE Mofb3oBaTeny LnMgpoBoro npoctpaHcTea. OfHako Aaneko He BCe 3HaKT, YTO MOMb30BaHWE MHOTUMM
BO3MOXHOCTSIMU LIMcHPOBOro Mupa TpebyeT cobniogeHus npae Ha MHTENNeKTyarnbHyl COBCTBEHHOCTb.

TepMI/IH "I/IHTeJ'IJ'IeKTyaJ'IbHaFI COBCTBEHHOCTB" OTHOCUTCS K pPasnUYHbIM TBOPEHUAM YenoBe4YeCcKoro yma, HadnHasa ¢ HOBbIX |/|306peTeH|/1|71 n
3HaKoB, 0603HavaoLLMx COBCTBEHHOCTb Ha NPOAYKTbI U yCnyrun, 1 3akaH4nBas KHUramu, d)OTOI'pad)VIﬂMM, KMHO(*)MJ'IbMaMM N My3blKanbHbIMU
npounseegeHnAamMu.

ABTOpCKMe NpaBa - 3TO NpaBa Ha UHTENmMeKTyarnbHyto COBCTBEHHOCTbL Ha NPOM3BEAEHUSI HAYKW, NUTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa
BbICTYNaloT B KA4eCTBE rapaHTUM TOro, YTO UHTENMEKTyarnbHbIA/TBOPYECKUIA TPYA aBTopa He ByAeT HanpacHbIM, AacT eMy cnpaBeanveble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOero TpyAa, NonyyYvTb U3BECTHOCTb U Npu3HaHue. HukTo 6e3 pa3pelueHnst aBTopa He MOXeT
BOCMNPOU3BOAMUTL €ro Npon3BeAeHne, pacnpocTpaHsiTb, NybrnMyHo 4eMOHCTpUpoBaTh, NPoAaBaTh, MMNOPTUPOBATL, MyckaTb B NPOKaT,
ny6nMYHO MCNONHSATL, MOKa3blBaTL/UCNONHATL B 3dmpe unu pasmellaTb B VIHTepHeTe.

Vcnonb3oBaHue "nupartckoro” nporpammHoro obecneyeHuns MoXXeT NPMBECTU K MHOTUM pUCKaM: OT NMOTEPU AaHHbIX K TBOMM akkayHTam 40
©OnoKMPOBKM TBOErO YCTPOWCTBA, rAe yCTaHOBMEHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1
6ecnnaTHble NporpaMMbl, KOTOPbIE MOXHO HaWTU B CETU.

O noprane
CeTeBUYOK.p - TBOW rMaBHbIN COBETUUK B CETU. 3AECh Thl MOXELLb Y3HaTb 0 6€30MacHOCTU B CETU NOHATHBLIM M JOCTYMHBIM S3bIKOM, a npw

BO3HWKHOBEHUW KPUTUYECKON CUTYaLMM 0BpaTuTbCS 3a COBETOM. A Takxke NPUHATb yYacTue B KOHKypcax U cTaTb cambiM LNMEPOBbLIM
rpaxgaHnHom!



